City of

#*China Grove

Technology and Social Media Use Acknowledgment Form

This Technology and Social Media Use Acknowledgment Form (“Agreement”) is
entered into between the City of China Grove (“City”) and the undersigned employee
(“Employee”).

In consideration of employment with the City, the Employee agrees to the following:

1. Authorized Use: City technology resources (computers, email, phones, Internet
access, software, cloud services, and related systems) are provided for official City
business. Limited incidental personal use is permitted if it does not interfere with
work duties or violate policy.

2. Security: Employee shall use strong passwords, protect login credentials, and
comply with City cybersecurity protocols. Unauthorized access, sharing of
passwords, or installation of unapproved software is prohibited.

3. Data Protection: Confidential or sensitive City information shall not be stored,
transmitted, or accessed on personal devices without explicit written authorization.
All electronic records remain City property.

4. Monitoring: Employee understands that use of City technology systems may be
monitored and audited in compliance with applicable law.

5. Social Media - City Accounts: Only designated employees may post to or manage
official City of China Grove social media accounts. All posts must be professional,
accurate, respectful, and consistent with City policy. Personal opinions must not be
presented as City positions.

6. Social Media - Personal Accounts: Employees are free to use personal social
media; however, they shall not disclose confidential City information, harass
coworkers or citizens, or make statements that imply official City endorsement.
When referencing the City, employees should make clear that views expressed are
their own.

7. Prohibited Activities: Employees may not use City technology or social media
accounts for political activity, personal gain, or unlawful purposes.
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8. Acknowledgment: The Employee understands that violations of this Agreement
may result in disciplinary action, up to and including termination of employment,
and may subject the Employee to legal liability.

Employee Signature: Date:

City Representative Signature: Date:
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